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Bring Your Own Device (BYOD)  Policy      

Purpose:  

This policy outlines the expectations and responsibilities for students, parents/carers, and staff regarding 

the use of personally owned digital devices at Whittlesea Secondary College. It aims to support students 

learning through safe, responsible, and equitable access to technology. 

Scope:  

This policy applies to all students from Years 7–12 who participate in the BYOD program, their families, and 

all College staff involved in supporting digital learning. 

Rationale:  

The BYOD program empowers students to take ownership of their learning by using familiar, personally 

selected devices. It supports differentiated learning, digital literacy, and prepares students for tertiary 

education and the workforce.  

Policy:  

Acceptable Devices:  

Devices must meet the following minimum specifications: 

• Laptop with a physical keyboard 

• Minimum 8GB RAM and 128GB storage 

• Battery life of at least 6 hours 

• Wi-Fi capability (5GHz required) 

• Operating system: Windows 10/11, macOS 12+, or ChromeOS 

 

Note: Smartphones, iPads, and Tablets are not considered acceptable learning devices at the 

College.  

Responsibilities:  

Students must: 

• Bring a fully charged device to the College daily 

• Use the device for educational purposes only 

• Follow the College’s Acceptable Use of Technologies Agreement 

• Keep their device secure and in good condition 
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Parents/Carers must: 

• Ensure the device meets College specifications 

• Support students in maintaining and managing their device 

• Review and sign the Acceptable Use of Technologies Agreement on COMPASS and discuss with 

their student the Agreements.  

Whittlesea Secondary College will:  

• Provide filtered internet access 

• Offer technical support for connectivity issues 

• Ensure equitable access to devices for students in need 

• Deliver digital citizenship education via the Acceptable use of Technologies class resources.  

Acceptable Use of Technologies Agreement:  

By enrolling at Whittlesea Secondary College, all students are deemed to have accepted the terms of the 

Colleges Acceptable Use of Technologies (AUTA). This agreement outlines the expectations for responsible 

use of digital technologies and applies to all use of personal and College-provided devices on College 

grounds or during College related activities. 

The AUTA includes: 

• Guidelines for appropriate and respectful use of digital technologies 

• Prohibited behaviours, including cyberbullying, accessing or sharing inappropriate content, and 

unauthorized use of devices 

• Consequences for breaches of the agreement, which may include loss of access privileges, 

disciplinary action, or other measures as deemed appropriate by the College.  

• A consent form to be signed by each student, and a parental consent form to be sent home and 

signed.  

Security and Privacy:  

Students are responsible for the physical security of their devices. Devices must not be used to record others without 

consent. The College is not liable for loss, theft, or damage which is outline in our Insurance Policy.   

Equity and Support: 

Students who cannot afford a device may apply for school-provided support. The College will ensure no student is 

disadvantaged. 

  

 

https://whittleseasc.vic.edu.au/wp-content/uploads/2026/03/Insurance-Policy-Including-personal-property-damage-medical-expenses-and-personal-accident-and-injury.pdf
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Virtual Private Networks (VPNs) and Network Security 
 

Whittlesea Secondary College is committed to providing a safe, secure and inclusive digital learning 

environment for all students. To support student safety and wellbeing, internet access at the College is 

provided through Department of Education managed networks, security systems and content filtering 

services. 

Students are not permitted to install, access or use Virtual Private Networks (VPNs), proxy services, 

anonymous browsing tools, or any other software designed to bypass, disable or interfere with the 

College's network security, monitoring or filtering systems. 

 

These security measures are in place to: 

 

• Support student safety and wellbeing online 

• Reduce exposure to inappropriate, harmful or non-educational content 

• Protect the integrity and security of College and Department networks 

• Enable the College to meet its duty of care and Child Safe obligations 

• Support appropriate and responsible use of digital technologies for learning 

 

Students are expected to use College-provided internet access responsibly and in accordance with the 

Digital Technologies Acceptable Use Agreement, Student Wellbeing and Engagement Policy, and all 

Department of Education requirements. 

Any attempt to bypass network security systems, including through the use of VPNs, proxy services or 

similar technologies, will be considered a breach of College expectations. 

 

Where concerns arise regarding network security or inappropriate use of technology, the College may: 

 

• Restrict or suspend access to digital services or the College network 

• Investigate the use of software or applications that compromise network security 

• Require the removal of unauthorised applications or software from student devices before reconnecting 

to the College network 

• Contact parents/carers/kin  regarding concerns and required actions 

• Implement appropriate responses in accordance with the Student Wellbeing and Engagement Policy and 

Digital Technologies Acceptable Use Agreement. (see attached Appendix 1)  

 

 

The College values a partnership with families in promoting safe, respectful and responsible digital 

citizenship. Parents and carers are encouraged to support students by monitoring device use, discussing 

online safety, and ensuring that devices used for learning comply with College expectations. 
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Communication:  

This policy will be communicated to our College community in the following ways: 

• Included in staff induction processes 

• Available publicly on our College’s website  

• Included in transition and enrolment packs 

• Included in our staff handbook/manual 

• Discussed at staff briefings/meetings as required 

• Discussed at parent information nights/sessions 

• Discussed at student forums/through communication tools  

• Communicated via COMPASS and email to families.  

 

Further Information and Resources:  

The Department’s Policy and Advisory Library (PAL): 

• DET Child Safety Policy 

• Digital Technologies Policy 

• DET School Policy and Advisory Guide 
 

Whittlesea Secondary College Policies: 

• Acceptable Use of Technology Agreement (AUTA) 
• Insurance Policy  

  

Policy Review and Approval:  

 

Policy last reviewed  March 2026  

Consultation   Digital Technologies Team, Principal Executive, 

 School Council  

Policy approved School Council April 2026  

Next scheduled review date  March 2028  

 

http://www.education.vic.gov.au/school/principals/spag/Pages/spag.aspx
https://whittleseasc.vic.edu.au/wp-content/uploads/2026/03/Acceptable-Use-of-Technology-Agreement-Website-Copy-2026-.docx
https://whittleseasc.vic.edu.au/wp-content/uploads/2026/03/Insurance-Policy-Including-personal-property-damage-medical-expenses-and-personal-accident-and-injury.pdf
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Appendix 1 


